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AWS Certificate Manager DNS validation - AWS Certificate Manager
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According to @agercasa (Jaap Akkerhuis), Bill Manning said they wanted to be conservative
and leave some room for future expansion.

il

Why 13 DNS root servers? :: Miek Gieben
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IDNS Attack
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The Infinitely Delegating Name Servers (iDNS) Attack | ANSSI
<https://cyber.gouv.fr/publications/infinitely-delegating-name-servers-idns-attack >
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"a The iDNS Attack in a Nutshell

u.example.comj
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/lf \\ .J'/ \\ f‘/ \\ a‘f \\ /f \\ .’J \\ ﬂ’lf \\ fﬂ \\

Exploitation strategy:

» a dynamically-generated infinite glueless delegation chain

Vulnerable recursive servers will follow this chain for a

long, possibly infinite, period.
Florian Maury, ANSSI iDNS Attack May 10, 2015

6/39

5IFA7T : <https://indico.dns-oarc.net/event/21/contributions/301/attachments/272/492/slides.pdf>
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ﬁ Mitigation Strategies Matrix
V 4

Legend:

M Hardcoded /Fixed values
Config options available

. Not implemented

? = unknown value

Depth limit

Breadth limit

Overall query time limit

PowerDNS Recursor
Microsoft DNS

OpenDNS

~| BIND
o1 Unbound

Overall query count limit

Maximum in-flight query count

Details

Florian Maury, ANSSI iDNS Attack May 10, 2015

33/39

5IFA7T : <https://indico.dns-oarc.net/event/21/contributions/301/attachments/272/492/slides.pdf>
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NXNSAttack
(CVE-2020-8616. CVE-2020-12662. CVE-2020-12667)

- EBEROINIYIN-EENETEEDOXTER

NXNSAttack - NXNSAttack by Lior Shafir, New DNS DDoS vulnerability
<https://www.nxnsattack.com/>
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51T : <https://www.nxnsattack.com/>
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* MaxFetch(k) — Resolve NS-names k at a time, not all at once

- 5E4£}I_LIT\ 0) N S@g& — Amortized on several queries

o % ﬁﬁﬁg‘;%d)ib{’ﬁ& I* * MaxBreadth — bound # of NS-names per referral response
e Detect NX NS replies (NLnetLabs) 10°
— FIEURVINSADIS B ZFR A

622,818
114,070 135,055
g
5,715 E' l:‘ 48,8900 g 494 119

— DNSSECHRTERSE%SEFE T
# Name Servers [ referral resp.

aEZ TS WZDHRZTITD

(= Rl

S

* DNSSEC — NSEC (Petr Spacek)

Number of domains

5IFA7T : <https://www.usenix.org/system/files/sec20_slides_afek.pdf>
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TsuNAME
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TsuNAME - Vulnerability that can be used to DDoS DNS
<https://tsuname.sidnlabs.nl/>
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5|7t : <https://tsuname.sidnlabs.nl/tech_report.pdf>

Copyright © 2024 BRXSHEHAL A KB —-EX 24



JPRS

KeyTrap (CVE-2023-50387)
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KeyTrap: Serious Vulnerability in the Internet Infrastructure
<https://www.athene-center.de/en/keytrap>
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e KeyTrap®DiwXF1 MUcH. 25V THDFLUI.

The Harder You Try, The Harder You Fail:

<https://arxiv.org/abs/2406.03133>

The KeyTrap Denial-of-Service Algorithmic Complexity Attacks on DNSSEC

The Harder You Try, The Harder You Fail : RN THRDFEXKT S
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o ZIIF1. E(FTIWYVIIN=[CEHT—BXRER LA,
WS RFC 1034ICBpAEENTHOREAR,

The recommended priorities for the resolver designer are:

1. Bound the amount of work (packets sent, parallel processes started) so that a request
can't get into an infinite loop or start off a chain reaction of requests or queries
with other implementations EVEN IF SOMEONE HAS INCORRECTLY CONFIGURED SOME DATA.
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RFC 9413 - Maintaining Robust Protocols
<https://datatracker.ietf.org/doc/rfc9413/>

RFC 9413 (202356 H%1T)
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Upper limit values for DNS
<https://datatracker.ietf.org/doc/draft-fujiwara-dnsop-dns-upper-limit-values/>
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BIND 9 Security Release and Multi-Vendor Vulnerability Handling,
CVE-2023-50387 and CVE-2023-50868 - ISC
<https://www.isc.org/blogs/2024-bind-security-release/>
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Indeed, you read it correctly, even back in 1987 when the original DNS
specification was written, the top priority was limiting the amount of
work done by the implementation! Again and again, researchers

continue to show implementers the dark corners where this simple

instruction was not followed.

:Eta_nO O O

57t : <https://www.isc.org/blogs/2024-bind-security-release/>
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